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Abstract
Advancement in modern technology is attributed to the innovations in the IT sector. These creative ideas have significantly impacted the Business field. Ideally, the organizations have enhanced their productivity through the use of technology. In contrast, technological improvement has encountered severe cyber threats. Use of digital signatures is among the current IT inventions which have abused through stealing of digital certificates. The cybercriminals are using the same technology to enhance illegal business through hacking of the systems.  Use of scam electronic mails is among the abusive ways the actors are using to succeed in their malicious businesses. Waterhole attacks are another strategy the perpetrators are utilizing. In this method, they use the digital signatures to access the entire system. Diversion of the website to other illegal sites is the primary root for abusing stolen trusted certificates. Stealing of these certificates lowers the credibility of the organization rendering it entrusted. It's therefore essential to take measures against the cybercriminals.












Introduction
Technology advancement has significantly impacted the field of Commerce. Information technology innovations have enabled business productivity over the years. Until lastly, people used to use manual methods to transacts, but upon the introduction of e-commerce, operations have been made easier. Currently, electronic transactions have made business more efficient, convenient and economical.  The growth of interment has seen the business emerge more powerful and reach higher production levels globally. Argumentatively, IT began with the commerce, e-commerce and currently it is now e-signatures. In contrast, as business advances, the more cybersecurity is becoming a threat. For instance, with the recent use of E-signature in contracts and e-commerce, it calls for stringent measures to fight against cybercrime (Srira & Rao, 2018). The paper seeks to discuss the abuse of stolen trusted digital code certificates.
Abuse of Stolen Trusted Digital Code Certificates
The intensive use of digital signatures in contracts and e-commerce has been abused through illegal access. The cyber threat is performed by malicious people who are motivated by financial gains.  Businesses, government agencies, and private sectors extensively use the certificates and keys from trusted parties (Kim, Kwon, & Dumitraş, 2017). Digital certificates and cryptographic keys are essential in maintaining trusts between two entities. It ensures that data is sent and received by the legal persons, however through hacking; the malicious actors tend to abuse these certificates. The cybercriminals forge the signatures and use them to perform illegal activities. For instance, they use the digital signatures in cyber espionage and accessing proprietary details.
The cybercriminals often use stolen signatures to distribute scam e-mails. For instance, they take advantage of this situation to do malicious activities or re-direct the uses to abusive websites. They mainly abuse the digital code certificates by engaging in credential malware and ransomware thefts. The cyber perpetrators often target the most vulnerable web application system in an organization site. The stolen digital certificate codes are also used to sign in malware campaigns and increase the possibility of infecting the entire system (Kozák, et.al, 2018). Additionally, cyber espionage criminals are identified by their capacity to get information that is used for competitive landscape. Ideally, these actors abuse the certificates through intelligence campaigns which are mainly used in politics, military, economic and diplomatic events (Kozák, et.al, 2018). In this case, they create malicious websites and scam emails thus hindering the proper functioning of the system.  
 Use of stolen digital code certificates in pharming is another crime committed by cyber criminals (Kozák, et.al, 2018). Actors cyber espionage malware they target certain networks. This move opens the door for severe damages to the system such as data reconnaissance and privilege rise. The criminals re-direct the websites by hacking the system. The re-direction of the websites to malicious and illegal sites is also used in waterhole attacks. The attackers often consider the waterhole methods because it is easy to lure in case of the system vulnerability (Kim, Kwon, & Dumitraş, 2017). The technique allows the criminals to target a large group of the website users thus compromising the ability of the users to detect the security warnings. Notably, pharming occurrences weaken the credibility of the organization and the reliability of the system by its users. Theft of these certificates and keys thus demonstrates the security which destabilizes the efficiency of the entire system (Kozák, et.al, 2018). In this light, the legal implications of digital signatures in e-commerce contradict the authenticity and integrity of the system. It thus calls for stringent mitigation measures. 

Conclusion
Digital signatures are among the applications of IT in E-commerce and contracts. Use of modern technology in digital certificates has been enhanced through electronic signatures. The ideology has made it possible to carry out business transactions in a convenient and efficient way. The use of technology, however, has several benefits it has been significantly affected by cybercrime issues. Arguably, as the technology advances the more the threats. There is extensive stealing of the electronic signature which means abuse of the digital code certificates. The cybercriminals hack organizations systems and use the details to perform malicious activities.  For instance, scam e-mails are mainly sent by these criminals. Financial benefit is the key reason behind the proliferation of this illegal business. Additionally, cyber espionage and pharming are other ways in which the cyber culprits are using to conduct illegal activities.
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